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Abstract

Firewalls play a fundamental role in Computer Security, but configuring the rules for
them may prove challenging to beginners in Computer Security. This project discusses
the implementation and evaluation of a game to help players understand how firewalls
work. It teaches users about firewall rules and how information is allowed or denied.
The target audience of this project is second, third and fourth-year students who have
not taken a course on Computer Security or wish to learn more about how to configure
rules in a firewall.

The game teaches how to set up firewall rules using the Linux firewall command line
tool iptables. It teaches the general syntax of this tool, as well as any information
required to understand the workings of firewalls at a moderate level. It consists of
eight levels, with each level targeting a different aspect of firewall configuration. The
information from previous levels is built-upon in later levels.

My approach consists of building an initial design, then changing this design from
additional research, resulting in a new game. The game is then tested on the target
audience to evaluate if it reaches its learning goals and is a usable system.
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Chapter 1

Introduction

1.1 Project Aim

This project aims to design and implement an educational game to teach players about
rewalls. The players go through different levels, each level teaching them new con-
cepts as well as using concepts taught in preceding levels.

The target audience for the game is second, third and fourth-year undergraduate stu-
dents who are studying Computer Science or a related degree. This project is intended
for assisting the learning of rewall rules that are taught in the Computer Security
Course by the School of Informatics at the University of Edinburgh. We set proper
learning goals for the game based on feedback from students who had already taken
the Computer Security course. Using these learning goals, we form requirements for
the system. The game was then designed accordingly.

Using a pre-game and post-game questionnaire, we evaluated the teaching capabili-
ties of the game to ensure that it satis ed the learning goals. To assess the usability of

the game, we also used the System Usability Scale and had participants play the game
in a think-aloud scenario.

1.2 Report Structure

The proceeding chapters are organised as follows:

Chapter 2: provides an overview of Firewalls anptables , what their purpose is
and the motivation for the project.

Chapter 3: talks about different educational games as well as games made for teach-
ing security. We analyse what stood out for different players of these games and what
can be integrated from these games into our own game.

9



10 Chapter 1. Introduction

Chapter 4: details the technologies used for this project. We also present an initial
design for the game, what we changed from this design and why. We then present
our second design concepts, and detail how requirements were gathered for this game,
from which learning goals were derived.

Chapter 5: shows the nal version of the game, the different scenes the player in-
teracts within the game and outlines the different learning outcomes for each level. In
addition, this details the system requirements in order to run the game.

Chapter 6: describes the techniques used to assess the game's effectiveness in teach-
ing, and why these techniques were chosen to evaluate this project.

Chapter 7: evaluates the results received from the players and compares the learn-
ing goals of the game to what is actually learned after playing the game.

Chapter 8: summarises what this project has achieved. Suggestions on how this
project could be improved on in the future are also discussed.



Chapter 2

Firewalls and their usage

In this chapter, we will discuss rewalls; what they are and why they are used. We
will also discuss the different protocols used in networking. We will then talk about
iptables - a command line tool for con guring rewalls on the Linux operating sys-
tem.

2.1 What are Firewalls

A rewall is a network security system with the main purpose being to prevent unau-
thorised access to or from a private network [1]. To understand rewalls, we must rst
de ne a network packet. A packet represents the smallest amount of data that can tra-
verse over a network at a single time[2].

Firewalls Iter these packets based on many factors, some of which include where
the packet is from and who it is going to. It does this by creating rules to determine if
the packet is conforming to authorised activities that are considered legal and expected
in the network. Firewalls are used to prevent social engineering trojans, outdated soft-
ware, phishing attacks, network travelling worms and advanced persistent threats [1].
There are many different kinds of rewalls, some of which are packet ltering re-
walls, application proxy rewalls, stateful inspection Firewalls and hybrids. [3]. Dif-
ferent rewalls prevent different threats, but packet Itering rewalls are the most basic
type which blocks unauthorised access and traf c.

2.2 The OSI Model

The Open Systems Interconnection or OSI Model de nes a networking framework that
represents how applications communicate with one another over a network. It does this
by dividing the communications in a system into seven different layers. Different re-
walls operate at varying levels of the OSI model depending on their functionality. Each
layer in the OSI model provides functionality and services for the layer above it. In

11



12 Chapter 2. Firewalls and their usage

Figure 2.1: The OSI Model, taken from Search Networking [4]

the application layer, the identity of the computers involved in the communication are
discovered, i.e. if there is someone to communicate with, if the network will allow

them to talk right now and if the data is in a form that the user who is receiving it can
understand.

The presentation layer converts the information that is going into or out of the net-
work from one form to another, e.g. it can convert clear text to encrypted text.

The session layer is where the conversation of two or more computers is con gured.
This layer is also where these conversations are terminated.

The transport layer is where data is separated into packets. It also manages the de-
livery of these packets as well as any error checking in case a packet is lost.

The network layer handles the addressing and sending of the data i.e. making sure
it goes in the right direction to the correct destination. It also handles incoming trans-
missions at the packet level.

The data link layer is what sets up the links in a network for communication. This
layer consists of the Logical Link Control Layer, which manages the network traf-
c over the physical medium, and the Media Access Control or MAC Layer, which
concerns sharing the physical connection of the network among several different com-
puters.

Finally, the physical layer transports the stream of packets across the network either
electrically, mechanically or through radio waves.
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2.3 Types of Firewalls

There are many types of rewalls. We will brie y go over packet Itering rewalls,
stateful inspection rewalls and application inspection rewalls.

Stateful inspection Firewalls monitors the state of active connections and uses this in-
formation to determine which network packets to allow through the rewall. Stateful
inspection monitors the communication of packets over some speci ed period, exam-
ining both incoming and outgoing packets.

Application proxy rewalls are network security systems that protects network re-
sources by ltering messages at the application layer in the OSI model. This type
of rewall can also analyse the packet to determine if that packet is harmful to the
network. In this project, we will discuss stateful inspection rewalls using a Linux
command line utility calledptables .

Packet Itering rewalls control access to a network by analysing the incoming and
outgoing network traf c based on where it has come from and where it is going to [5].
They are simple to implement and are used when the security requirements are mod-
est. Packet Itering rewalls perform only elementary operations, such as examining
the packet header, verifying the IP address, the port or both, and granting and denying
access without making any changes [6]. This simplicity leads to ef cient Itering. The
Itering of packets is based on their source IP address, destination IP address, source
port, destination port, and the protocol used [6].

2.4 The Importance of Firewalls

The con guration of rewalls is the most critical part of the security that a rewall can
provide [7]. While vulnerabilities in rewall software itself are comparatively rare, it is
commonly known that rewalls enforce poorly written rule sets, which are con gured
by system administrators [8]. Poorly written rule sets result in a con guration error,
which can be de ned in many ways depending on the context in question. One rule
set for a rewall for a particular organisation might be completely unacceptable for
another organisation[7].

Another reason is the massive size of some rules sets, which increases the complexity
of a system, resulting in a con guration errors.[7].

2.5 Protocols

A packet has its own rules which are de ned by a networking protocol. These rules
determine how the packet is structured as well as the procedure took if the receiving
computer does not get a packet within a certain time during its transmission. One such
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protocol is the Transmission Control Protocol or TCP. This protocol is widely used

in computer networking to maintain the ordering of packets when a computer sends

a message. When a computer receives a packet, it sends a packet back to the send-
ing computer called an "Acknowledgement'. This "Acknowledgement' is a means of
con rmation for the sending computer that its packet did not get lost. If the sending
computer does not receive an "Acknowledgement’ within a certain time of sending the
packet, it will resend the packet to the receiver. In this way, TCP ensures no packet
loss albeit at the cost of speed.

Another protocol is the User datagram protocol or UDP. This protocol does not handle
packet loss in the way that TCP does, as it does not send Acknowledgements. UDP is
primarily used when the speed of transmission is more important than complete packet
transfer, e.g. a video conference call, where some packets can go missing if the call is
kept consistent and fast.

TCP and UDP are known as internet Protocols. They provide functionality for a dif-

ferent type of protocols called the Application Protocols. There are many Application
Protocols. One of the Application Protocols is the HyperText Transfer Protocol, or
HTTP, which uses TCP to communicate. HTTP is used for viewing web pages online.
Each Application protocol can also be identi ed by a port number, which is commonly

unique to that application protocol. Another application protocol is the Secure Shell
Protocol or SSH protocol. This protocol is commonly used for logging into a computer
remotely from another computer.

A rewall can block or allow packets to pass through it depending on the protocol
of that packet. E.g. a rewall can block Web Traf ¢ for a network by not allowing
HTTP packets through the rewall, given that all traf c to the internet for that given
network pass through the rewall.

2.6 iptables

iptables is a user-space utility program that allows a system administrator to con g-
ure the tables provided by the Linux kernel rewall [9]. It provides an interface and
command line tool to con gure a rewall so that it can block or allow certain pack-
ets. The system administrator or user can ipsables to write out different rules

that determine whether a packet should be allowed through or not based on its prop-
erties. A set of rules is known as a chain of rules, and a set of chains is known as a table.

Once a packet is matched according to its protocol and IP address, the rewall does
what the policy states for that rule. A policy determines whether the rewall should
allow the packet to pass through, which is de ned by A&&@CEPT word, or to not

allow it through, which is de ned by th®ROP word. There is also a policy called
RETURN, which means to skip the current chain and go back to the next rule from
the chain in which it was called [10].
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While the user can create their tables, the default table is chilled , and consists
of three chains: [10]

INPUT: This chain controls incoming packets to the network the rewall is on.
OUTPUT: This chain controls the outgoing packets from the network it is on.

FORWARD: This chain Iters packets that come into your network to be routed
to another network.

When a packet is either coming into the network or leaving the networkjitae

table is looked up, and the packet is matched according to its respective chain, e.g. if
it is leaving the network, it matches with ti@JTPUT chain. If a rule is found, then

that speci c action is matched against that packet. Once a packet has been matched
with a rule, no other rules are read for that packet. Thus, the ordering of rules is of the
utmost importance.

The following is an example of what a command to make a rule looks like :
iptables -A INPUT -s 192.165.21.22 -p tcp --dport 80 -j ACCEPT

In the above examplaptables is the name of the command and has speci ¢ pa-
rameters.-A means this rule will be added to the end of a chain, although there are
other ways to add a rule to a chain. Afté, the chain name to add to is speci ed, in
this case, th&NPUT chain. You can also specify a particular source IP address for the
rule after-s.

The protocol of the rule is speci ed aftep; in this case, it is TCP. The applica-
tion protocol for a rule is de ned by thedport parameter, which means destination
port. This speci es which port the packet will go through in the receiving computer.
Instead of the port number, the application protocol can also be written, which in this
case would be “http'. Lastly, we de ne the policy for this rule using theparame-

ter, which in this case is tACCEPT the packet. There are many other parameters
in iptables , but we shall not go into detail about them. In the above example, if the
source IP Address, the protocol or the destination port are not speci ed, the rule will
default to ALL source IP addresses, protocols or destination ports respectively.

There are many other useful commands ip#tbles provides. Chains also have

a Default Policy. This policy states what should happen to a packet if there is no
rule regarding that packet in the current chain. The rewall will then eibROP or
ACCEPT the packet, depending on what the default policy states. The command to
change a default policy is:

iptables --policy INPUT DROP

This will change the default policy of thH&NPUT chain toDROP, hence not allowing
a packet to pass through if there is no rule found inId@UT chain matching it.
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The last command we will cover is the command to delete a rule. As mentioned be-

fore,iptables does not provide the feature to reorder rules in its chains; thus one way

to reorder rules is to delete rules and add them later on. The deletion of rules is done
using the line number of that rule in its respective chain. The deletion of rules is done

by the following command:

iptables -D INPUT 1

The above command will delete a rule in the INPUT chain at line number 1. The
line number is the last argument in the above command.

2.7 Limitations of Firewalls

There are multiple types of rewalls catered to different purposes, and they all have
their limitations. A rewall cannot defend against a threat that is within your network;
hence it cannot protect against a user who abuses authorised access to your domain [6].
Another limitation is that it does not defend against viruses. The complexity of the
packet Itering rule setup for a vast network can result in vulnerabilities in the de-
fence [6].

T. Chomsiri, X. He and P. Nanda mention in their paper [11] the impact that a shad-
owed rule can have on the security and speed of a rewall. A shadowed rule is a rule
that cannot be matched with a speci c packet. That is because that packet would al-
ready be acted upon by the rules above the shadowed rule. They go on to say that a
speed problem occurs when there are a lot of shadowed rules. This is due to wasted
processing time on useless rules, i.e. most packets would not match all rules and go to
the last rules of the rewall or the default policy, which results in low throughput. They
also say that if a rule to protect against a speci c attack is not in the rst few lines of
the rules in a chain, it could be “shadowed' by rules above it which might allow those
speci ¢ packets.

Cloud are is a company based in the U.S. that provides content delivery network ser-
vices, DDoS mitigation, internet security and distributed domain name server services.
Cloud are allows users to con gure their rewalls through a user interface. Also, they
provide an API for con guration of rewalls. According to the Cloud are, one of the
most signi cant feedback they received was that users wanted the ability to reorder
rewall rules without having to delete and insert them again. [12]. Subsequently, they
implemented the ability for users to change the ordering of rupgables does not
support reordering of rules either. Given this, it can be concluded that forming rulesets
speci ¢ to your network with proper ordering can be challenging. As for Cloud are,
users would prefer the feature to reorder so that they can update rewall rules easily
according to existing policies.
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2.8 Summary

Firewalls are a robust security system to prevent unauthorised users from accessing
computing resources on a private network [13]. There are many different types of re-
walls, each having their purposetables is one way to con gure rewalls in Linux,
providing a command line to set the rules of different chains in the rewall.

Firewalls do however have their limitations. A rewall can not detect an attack orig-
inating from within the network of computers that the rewall protects. Ordering the
rules of a rewall can also be challenging when con guring a rewall with a large set

of rules, as some rules might shadow the rule you wish to set. Given that many users
requested Cloud are to allow the option to reorder rules instead of deleting and adding
them manually, it can be concluded that easier ways to order rules are a highly sought
feature for rewalls.






Chapter 3

Educational Games

In this chapter, we will rst discuss different ways games can help users learn new
information. We will also discuss different ways games can engage different users.
We will then analyse different games for teaching security concepts to a user; what
makes these games good and what we can learn from them.

3.1 Games for education

Learning a task that requires mental engagement needs a lot of effort from students
as well as a lot of motivation to cope with the task [14]. Alice Mitchell and Carol
Savill-Smith suggested a few reasons video games can engage users in learning new
information: [15]

Games motivate fun learning

Complex games provide interactive, virtual environments which further engage
users

Including sound in a game creates a more immersive experience that could keep
the interest of the user in the game.

Due to this, video games have been used to teach many different topics. There has
been a recent development in video games to teach different aspects of security.
Player engagement in a game is important as it determines if the player would continue
to play a game or not. There are four identi ed types of engaged-behaviours [16]:

Environment Directed: These are players who are interested in the world en-
vironment of the game. Environmental engagement depends on the vividness of
the immersion, on the variety and aesthetics of the world, and on the possibility
of exploring or modifying the environment.

Social-Directed: These players enjoy the social connections within a game, i.e.
players who want to expand their social relations to other players. These social
connections can also be formed with virtual characters within a game. If there

19



20 Chapter 3. Educational Games

is a virtual character, it is important that they do not display stereotyped speech
and behaviour as players like to perceive some intelligence from the character.

Self-directed: These are players that like to customise a personal avatar within
the game. They like to spend time studying features and accessories within a
game. These players also like role-play.

Action directed: These are those players who are interested in the main core
and challenge of the game. They try to nish challenges quickly and might even

challenge themselves personally, e.g. time how long it takes them to get through
a level.

Different games target different types of player engagements, some aiming at a subset
of these types while some target all of them. These types are interesting as they provide
a basis for the different elements a game could have to appeal to different kinds of
users. In my rst game, | decided to target action directed and environment directed
players. We will now discuss different security games and the different ways they
engage different types of users.

3.2 Security Games

3.2.1 Zachtronics

Zachtronics [17] is an independent video game development studio that design engi-
neering puzzle video games which include a variety of different security games. One
of their games is Exapunks [18], which is a game to teach its players "opcodes’, a ma-
chine instruction language used to the operate a system [19].

This game received a positive reception on Steam, which signi es that the game is
quite popular [18]. What makes it security based is the fact that the player is a hacker
who uses these "opcodes' to break into computer systems to afford a drug.

Another great game by them is TIS-100 [20], in which the player has to develop assem-
bly language code to perform certain tasks on a simulated computer that is corrupted.
The game mostly had positive reviews on Steam [21].

The reviews for Exapunks [22] and TIS-100 [21] are overwhelmingly positive as writ-
ten on the Steam website. A majority of the good reviews are due to the game being
hard, but not overwhelmingly dif cult, thus still presenting a challenge to players.
These reviews also suggested that the nostalgic elements of old technology enhanced
the game experience and give the impression that challenges can motivate players to
continue to play a game, which represents action directed players that we discussed in
Section 3.1.

From this, we can understand the level of dif culty the challenges in our game should
have to keep players engaged within the game.
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Figure 3.1: Permission Impossible Level Layout [23]

3.2.2 Permission Impossible

Sehl et al. created a game called Permission Impossible which aimed to teach the
concept of chains to average university students [23]. This game allowed its players to
drag and drop different rules to the different chains to simulate setting up a rewall, as

shown in Figure 3.1. The purpose of this game was to answer three main questions in
the dissertation [23]:

1. Is a video game suitable to teach a target group of beginners and novices about
rewalls?

2. Has the target group increased their knowledge and learning according to the
learning goals identi ed?

3. Can the target group identify rewall terminology and concepts?

After the evaluation of the user studies of this game, Seht et al. mentions different
ways to improve the game. She says that the game can be made to be more visually
appealing, such as using cables to connect computers to make it clear to players. In
addition to this, she mentions that rewarding the user for completing the game, e.g. a
congratulation message provides more motivation [23].

These improvements are something we can consider in our own game to enhance the
player experience.

3.2.3 Blue Team

Blue team is a game that aimed to teach players “the logic behind setting up rewall
rules, some of the basic syntax used, and show examples of what the logs produced by
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IDS may look like when under attack.” [24]. This game had many interesting elements
such as an interactive network diagram, which allowed players to click on a computer
to view the services running on it, and on the rewall to con gure it. It assumed some
prior knowledge of rules set up, as it essentially does not teach this during the game.
Its target audience were people who had already taken the computer security course
and wanted to enhance their rewall knowledge.

While the game has no proper feedback or user study, | found it an engaging user
interface that clearly outlined the network and provided all the necessary information
to solve it. The "hint' feature in the game was advantageous and helped me get through
the levels without revealing the answer. From my personal experience, | can say the
best elements of this game were the network diagram, as it provides a good view of
how the network is set up, thus helping me understand how to play the game with min-
imal text. Due to this, | planned to incorporate elements of this game into my own,
speci cally those | found pivotal to engagement.

3.3 Summary

In this chapter, we discussed why video games might be effective in teaching players
about different topics. We then analysed different security educational games using
either their user studies, user reviews or just a personal review about what they did to
engage players into their game. We also discussed points that the creator of some of
the games felt might have engaged the players further into the game.



Chapter 4

Game Design

This chapter describes the different technologies and tools used for the creation of this
project. We go through an initial design for the game and explain why we chose to
design the game in this way. Upon realising the limitations of the initial design, we
discuss an alternate approach to remove the restrictions that the initial design provided.

4.1 Technologies Used

4.1.1 Programming Language and IDE

Using an Integrated Development Environment, or IDE, is hugely bene cial for pro-
gramming, as it provides useful features such as code completion and error checking.
These features can signi cantly improve the speed and quality of code written for any
project.

After considering different IDEs for game design, We chose Unity for this project.
Unity is a game engine - an IDE for video game development - that provides many
useful features. It has a convenient drag and drop interface for different elements
within a game. This interface reduces the need for implementing many features such
as animations, as Unity provides this tool within its IDE. In addition to this, Unity
supports many platforms including Windows, Linux, Android and WebGL. WebGL

is a graphics API that is used to render graphics within a web browser. The game
has been designed to compile into WebGL format. WebGL was chosen to allow the
game to be played online regardless of the user's operating system. While Unity does
support many operating systems, optimising it for different screen resolutions and op-
erating systems would not be trivial. The option to build the game into WebGL format
allowed it to automatically adjust to different resolutions and run for all operating sys-
tems that can access a web browser.

Unity supports C# for its game design. Due to my prior experience in Java, C# was
a good option as the two languages are quite similar in programming syntax. While

23
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the API of Unity in C# took time to get used to, it was a good experience and reduced
immense amounts of redundant code such as programming animations, which would
otherwise have to be implemented from scratch.

While Unity is generally a good option for game design, there were many unneeded

features such as the physics engine in the game. Though the nal build of the game

does not include any un-used libraries. In addition to this, some of the User Interface

elements such as the creating a table were quite tricky to implement and would perhaps
have been simpler to create using HTML, CSS and JavaScript, as the game is compiled
to a WebGL format.

4.1.2 Graphical Design

The art for the user interface and elements present in the game are created using Adobe
Photoshop [25]. | had prior experience in using this tool. In addition, it provides many
useful features that allow precise pixel placement for different elements of a game.
Due to it's capabilities to render different sizes and compress images to smaller le
sizes, it was the optimal choice. Hence it was chosen to design the user interface ele-
ments as well as any art used in the game.

Blender [26] is an application that provides different tools to create 3D models. Blender
has been used to create 3D elements within this game to provide a more aesthetic ap-
peal to the game.

4.1.3 \Version Control

Git [27] is a version control system that provides the capability to track changes in
source code during the development of software. Having used Git for many projects in
the past, it was an optimal choice. Git also provides the option to go back to a previous
version of a project if you wish to, which is highly useful if an error occurs with the
present version of the software.

Github [28] is an online website that allows version control and backup of a project
using Git. It provides an online backup for the code in case the local system used for
the development of the project fails. The project is private in GitHub - the public can
not view it. | do intend to make the project open source in the future, i.e. publicly
available.

4.1.4 Other Game Assets

The music and the art used in this project is available publicly on OpenGameArt [29].
This website allows people to download and use people's assets publicly available on
their site. While some assets require crediting speci ¢ people, the assets used in the
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game do not need special credits. Open source game assets were used to avoid recreat-
ing aspects that were publicly available. This saves time and helps make development
of the game more ef cient.

4.2 First Design

4.2.1 Concept

My initial goal was to teach the simple commands and syntaiptables , which
includes basic commands of adding rules to a rewall and understanding the use of
chains explained in Section 2.6. | also intended to teach players about the Transmis-
sion Control Protocol, or TCP for short, as well as the different application protocols
that use it, including HTTP and SSH.

My target users for this game were university students who wanted toifgabtes ,
irrespective of which school within the university they belonged to. As mentioned in
Section 3.2.2, "Permission Impossible' [23] gave future work suggestions mentioned
which were intended to be in the game but could not be. These suggestions included
a screen to congratulate the player for playing the game and making sure the concepts
were more apparent to a user. To ensure that concepts taught in the game were easier to
understand, | decided to visualise packet movement in this game, showing a high-level
view of how a rewall controls which packets go through which ports. This visualisa-

tion aimed to help players understand how packets move within a network at a glance.

It was also intended to visualise other concepts within the game to aid explanations.

4.2.2 Intentions

In the rst iteration of the game, we decided to create an engaging story which would
catch the interest of players. Furthermore, the game intended to appeal to two of the
four types of players engagement behaviours discussed in Section 3.1, namely the
environment directed and action directed. To engage environment directed players, the
game was designed with a compelling story. To engage action directed players, another
focus of this game was to make it challenging to players.

4.2.3 Story Design

My story was as follows:

“Facebook, Amazon, Google and Twitter were ruling the world, but they realized they
still had one big challenge to overcome, each other. Determined to win, they each built
a time blasting device to force the other company back into the past in a time where
electronics did not exist. Unfortunately, they did not realize that they were all ring
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Figure 4.1: First Game Instructions Scene

these devices at one another, forcing all of them back to the past together! Now that
they had been removed from their original timeline, they thought to do the only thing
they knew best, Rule the world! They set up their own cities. Given that they were
all technology people, all they knew were technology concepts. So they all decided
to operate their trading system based on rewalls! Using security guards at each gate,
they controlled which caravans were allowed into and out of their cities, similar to how
packets are either allowed or denied into a network.”

This story possesses nostalgic elements to real companies which might be relatable
to some players inspired by the nostalgic elements in the games created by Zachtron-
ics. [17].

4.2.4 User Interface Design

The graphics and layout of the game were made in an old style to capture the aesthetic
appeal of historical times.

The instructions screen, as shown in Figure 4.1, is used to convey the game's message
to the player, which includes the story and any concepts the game wishes to teach. The
text was carefully planned to keep the player engaged through it's comedic tone. The
rst level of the game can be seen in Figure 4.2. Most levels would be similar in design

to this with minimal changes depending on what the level requires, e.g. instead of the
Facebook building it could be an Amazon building. The caravan, as shown by label 1
in Figure 4.2 and represents a packet that was sent by Twitter in this level to Facebook.

The gates, as shown by label 2 in Figure 4.2, represent a visualisation of ports in a
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