OFFENSE
Elevation of Privilege

You exploit a vulnerability in Microsoft Edge.

You remotely bypass the Same Origin Policy
via vectors involving the about: blank URL and
data: URLs.

There is no solution to this vulnerability.

Target fails unless a defensive card is deployed in
advance.

On mitigation, target —1 credit.

On failure, target —1 credit, you draw 1 card.



OFFENSE
Tampering

You exploit a vulnerability in Microsoft Word
2016 and SharePoint Enterprise Server 2016 .

You remotely execute arbitrary code via a
crafted document.

There is no solution to this vulnerability.

Target fails unless a defensive card is deployed in
advance.

On mitigation, target —1 credit.

On failure, target —1 credit, you +1 credit.



OFFENSE
Denial of Service

You exploit a vulnerability in the Local Security
Authority Subsystem Service (LSASS).

You remotely carry out a denial of service at-
tack via a crafted authentication request,
causing the victim to automatically reboot.

There is no solution to this vulnerability.

Target fails unless a defensive card is deployed in
advance.

On mitigation, target —1 credit.

On failure, target -2 credit.



